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Motivations — We are all IT professionals ...

We all expect ICT systems with high availability,
throughput, security, and rich
services.

But ... impaired network service can
come from users, network
operations, attacks, component
wear, random events.

Performance managing (critical) incidents with
quick and rational reactions,

... subject to comprehending the complexity of
modern IT networks.
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Motivations - Obstacles to improvement?

Scaling effect conceptual tools for network
design and maintenance vs
national and international network
dynamics.

Implicit knowledge experts with practical
knowledge for solving specific
problems locally vs operational
efficiency for complex incident
situations.

Decision making taking responsibility for
remedial action vs big &
heterogeneous data (topology
diagrams, technical logs, time
series, etc.)

— way to approach challenges in network operations.
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Networks 101 - ICT systems are multidimensional objects

Transmission previous/next hop dependency Resilience meshed networks & dynamic routing
Protocols upper/lower layers dependency —» multilevel heterogeneous graph
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Networks 101 - Alarm spreading and cascading failures

IT services rely on shared resources Diagnosis cause/effect event/state filtering
Spreading bounded w.r.t. time and location — temporal graph
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Networks 101 - Monitoring tools and situation understanding

Real world multi-technology, multi-vendor Diagnosis through causal models

Observables alarms and logs from multiple — decision graph
monitoring systems

Causal model

Given ... When ... Then ...
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Challenge - Having a comprehensive and integrated view of ICT systems for
anomaly detection and decision support?

= Modeling a four-faceted domain of
discourse with temporal evolution [5]

~ Stuera : —
— Functional | o
— Dynamic ! ((niialAccess ) ((LateralMovement ) ( Impact ]  (DefenseEvasionty=—-'
— Procedural 3 Event [t1] Event [t2] Event [t3] Event [t4]
m Integrating multiple data sources 3 v . -
. R L . \ Stuctural Flnctional & Dynamic
= Resolving any ambiguities in identical — S = —
facts i ot My '
o || 2
= Enabling both logical & probabilistic [
reasoning I w1 (@] S
= Interoperability with third-party ; Yo b

I Operational level [t=t0], | =]
knowledge bases [5] i i

—  Vulnerability databases : ]
— Geographical information systems
— Energy management

— efc.

5] Tailhardat, et al. 2024. “NORIA-O: An Ontology for Anomaly Detection and Incident Management in ICT Systems” (ESWC’2024)



Approach - Connecting to complexity with a three fold design

Knowledge engineering anomaly
detection use cases
modeling + domain of
discourse modeling,

Technical KG-based platform for

anomaly detection on
static/stream data,

reasoning service;
Algorithms combining retrieval,
logical inference and N [ pattem | composit |
machine learning (" leansing service) | [ /density [ sequence
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Knowledge representation - Overview of the NORIA-O v0.3 data model [5]
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[5] Tailhardat, et al. 2024. “NORIA-O: An Ontology for Anomaly Detection and Incident Management in ICT Systems” (ESWC'2024)
— NORIA-O implementation: https://w3id.org/noria/ (open source release under BSD-4 license)


https://w3id.org/noria/

TroubleTicket determs:hasPart Trouble TicketNote
<TT_TOY2022TT> ralamMitigatedBy J»| <TTN_TOY2022TT_002> doterms:description

Knowledge representation - A toy example from the NORIA-O v0.3 project [5]

pep:forProcedure

Idp:member.

OperationPlan
<PROC_NetCardReset>
Repair action:
reset interface card on as2.
=l A

[t=t2
EventRecord I-——!
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5]
—+ NORIA-O dataset: https://

3id.org/noria/dataset/

Tailhardat, et al. 2024. “NORIA-O: An Ontology for Anomaly Detection and Incident Management in ICT Systems” (ESWC’2024)


https://w3id.org/noria/dataset/

Knowledge graph construction - The NORIA data integration architecture [2]
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Log : interface Ge3.2 went down on router HSRZEEZ Asset « HSR2EE?2 » issue caused by « memory config. » operation
on « RS8CG », potentially triggered by exploitation of « CVE-2021-20433 »

Report : technician added 2Gb to memory stack for app RS8CG.

[2] Tailhardat, et al. 2023. “Designing NORIA: a Knowledge Graph-based Platform for Anomaly Detection and Incident Management in ICT Systems” (KGCW’'2023)



Knowledge graph construction - The NORIA data integration architecture [2]
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Knowledge graph construction - The NORIA data integration architecture [2]

Inference

Web server(s) éﬁf&: IE/)?)ir(felow
/ : ‘
Stlv:Learb - string2vocabulary Apache Kafka [virtuoso_loader]
[airlow-dag-gen]

“

]
[2]

Tailhardat, et al. 2023. “Designing NORIA: a Knowledge Graph-based Platform for Anomaly Detection and Incident Management in ICT Systems” (KGCW’2023)




Knowledge graph construction - The NORIA data integration architecture [2]

Data collection

e TS e inference - Query .............

v

T
| StreamingMASSIF
Apache Kafka 1 [SMASSIF-RML] Apache Kafka [ssb-consum-up)
| [KafkaSink]
[

[2] Tailhardat, et al. 2023. “Designing NORIA: a Knowledge Graph-based Platform for Anomaly Detection and Incident Management in ICT Systems” (KGCW’2023)
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Knowledge graph construction - The NORIA data integration architecture [2]

Data collection
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Tailhardat, et al. 2023. “Designing NORIA: a Knowledge Graph-based Platform for Anomaly Detection and Incident Management in ICT Systems” (KGCW’2023)
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Knowledge graph construction - The NORIA data integration architecture [2]

e
e mapping
Apache Airflow
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string2vocabulary
[airflow-dag-gen]
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Tailhardat, et al. 2023. “Designing NORIA: a Knowledge Graph-based Platform for Anomaly Detection and Incident Management in ICT Systems” (KGCW’2023)
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Knowledge graph construction - Step by step example [2]

** Assets **
Hostname, IP,

DAG for Assets]

Manufacturer,
Support Team

DAG for Topology|

‘opology **
(source)=[link]=>(target)

:

download
data

dump
rules

map

H

adjust
provenance

notify for
bulk load

data
T T

[Topology in Trig format

a noria:NetworkLink

e

REGsiforjpatehing <object/NL_TOY_as1_pe_1_2>

<event/

SPARQL patching query

SMASSIF-RML for Alarms and Logs|

LOG_TOY_nl_asl_pe_1_2_2022-04-26-001>

noria:logText:

E noria:logOriginatingManagedObject
E dcterms:type

i

Kafka
source

RML
Mapper

Kafka
sink

L

"LINK_STATE_CHANGE: as1_pe_1_2 to DOWN."

o

(2]

L

:% ssb-consum-up
<kos/Notification/EventType/stateChange>

E a—»‘ skos:Concept

noria:EventRecord

Tailhardat, et al. 2023. “Designing NORIA: a Knowledge Graph-based Platform for Anomaly Detection and Incident Management in ICT Systems” (KGCW’2023)




Knowledge graph construction - Step by step example [2]

** Assets **
Hostname, IP,
Manufacturer,
Support Team

: * Topology **
* | (source)=[link]=>(target)

A
- Topology in Trig format o .
a noria:NetworkLin

RML for Topology /. Y asi P

<MP_Topology_NetworkLink> a rr:TriplesMap;
rml:logicalSource <L.S_Topology_NetworkLink>;

r:subjectMap rr:template "object/NL_TOY_{@source}_{@target}" ; DY _nl_asl pe 1 2 2022-04-26-001>
r:graph <graph/object/> ;

rr:predicateObjectMap [ rr:predicate rdf:type;
rr:objectMap [ rr:constant noria:NetworkLink ] ] ;

rr:predicateObjectMap [ rr:predicate noria:networkLinkld ;
rr:objectMap <OM_Topology_Linkld> ] ;

rr:predicateObjectMap [ rr:predicate noria:networkLinkTerminationResource ;
rr:objectMap <OM_Topology_TerminationResource_A> |;

Events in Trig for rr:predicateObjectMap [ rr:predicate noria:networkLinkTerminationResource ; -

rr:objectMap <OM_Topology_TerminationResource_B> ] . os:Concep

[2] Tailhardat, et al. 2023. “Designing NORIA: a Knowledge Graph-based Platform for Anomaly Detection and Incident l\élanagemgpt in ICT Systems”.(KGCW'2023) DHa > 122



Knowledge graph construction - Step by step example [2]

** Assets **
Hostname, IP,
Manufacturer,
Support Team

dump
rules

: pology.
* | (source)=[link]=>(target)

download
data

EN

<graph/object/> {
<object/NL_TOY_as1_pe_1_2> a noria:| NetworkLlnk
noria:networkLinkld "NL_’ TOY. _as1_pe_1
noria:networkLinkTerminationResource <objecVRES TOY_as1>,
<object/RES_TOY_pe_1_2> .}

rr:subjectMa
rr:graph <gr.

rr:predicateObjectMap [ rr:predicate rdf:type;
rr:objectMap [ rr:constant noria:NetworkLink ] ] ;
rr:predicateObjectMap [ rr:predicate noria:networkLinkld ;
rr:objectMap <OM_Topology_Linkld> ] ;
rr:predicateObjectMap [ rr:predicate noria:networkLinkTerminationResource ;
rr:objectMap <OM_Topology_TerminationResource_A> |;
rr:predicateObjectMap [ rr:predicate noria:networkLinkTerminationResource ;
rr:objectMap <OM_Topology_TerminationResource_B> ] .

Events in Trig for

[2] Tailhardat, et al. 2023. “Designing NORIA: a Knowledge Graph-based Platform for Anomaly Detection and Incident l\élanagemgpt in ICT Systems”.(KGCW'2023) DHa > 122



Knowledge graph construction - Step by step example [2]

** Assets **
Hostname, IP,
Manufacturer,
Support Team

dump adjust notify for

alogy rules data H provenance bulk load

& -
(source)=l[link]=>(target)

download
data

EN

a noria:NetworkLink
g <object/NL_TOY_asl pe_ 1 2>
noria:logOriginatingManagedObject

<event/
LOG_TOY_nl_asl_pe_1 2 2022-04-26-001>

“—noria:logText—

dcterms:type

=
Y Yo, Kafka RML Kafka e a "LINK_STATE_CHANGE: ds1_pe_1_2 to DOWN."
oo \ source '{ Mapper J’ sink J‘ | SSUICS sum—upj
§ B | 6 <kos/Notification/EventType/stateChange>

Events in Trig format

—a—>{15kos Concept
|_noria:EventRecord |

[2] Tailhardat, et al. 2023. “Designing NORIA: a Knowledge Graph-based Platform for Anomaly Detection and Incident héanagem%pt in ICT Systems”.(KGCW’2023) DHa > 122



Knowledge graph construction - Step by step example [2]

I DAG for Topology

Topology in Trig format
RML for Topology

5 gric ’ :

DAGs for patching

L
SPARQL patching query

a noria:NetworkLink

<object/NL_TOY_asl pe_ 1 2>

noria:logOriginatingManagedObject

<event/
LOG_TOY nl_asl_pe_1 2 2022-04-26-001>

noria:logText
dcterms:type

"LINK_STATE_CHANGE: as1_pe_1_2 to DOWN."

Kafka RML Kafka
source Mapper H sink F:% ssb-consum-up
{ i

Events in Trig format

<https://w3id.org/noria/graph/event/> {
<event/LOG_TOY_nl_as1_pe_1_2_2022-04-26-001>

a noria:EventRecord; noria:loggingTime "2022-04-26T11:58:00Z";
noria:logText "LINK_STATE_CHANGE: as1_pe_1_2 to DOWN." . }

Entity linking strategies:

. a:EventRecord

noria:logOriginatingManagedObject <object/NL_TOY_as1_pe_1_2> ;

Materialization with prior knowledge of the URI patterns (e.g. rr:template "http://example.org/object/{objectName}")

[2] Tailhardat, et al. 2023. “Designing NORIA: a Knowledge Graph-based Platform for Anomaly Detection and Incident l\élanagemﬁpt in ICT Systems”.(KGCW’2023) Ha
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Knowledge graph construction - Step by step example [2]

DAG for Assets

/] DAG for Topology

|

a noria:NetworkLink

a Topology in Trig format:

or Topology

<object/NL_TOY_asl pe_ 1 2>

noria:logOriginatingManagedObject

<event/
LOG_TOY nl_asl_pe_1 2 2022-04-26-001>

SPARQL patching query
noria:logText

dcterms:type
a "LINK_STATE_CHANGE: as1_pe_1_2 to DOWN."

# link2SKOS for EventType
DELETE { GRAPH ?gs { ?s dcterms:type 70 . } }
INSERT { GRAPH ?gs { ?s dcterms:type ?st. } }
WHERE {
GRAPH ?gs {
?s a noria:EventRecord; dcterms:type 70 .
FILTER isLiteral(?0) . }
GRAPH ?gt
?st a skos:Concept;
skos:inScheme <kos/Notmcanon/EvemType> -

<kos/Notification/EventType/stateChange>

a 4’1 skos:Concept

oria:EventRecord

skos:prefLabel|skos:altLabel 7ot . }
FILTER ( LCASE(STR(?0)) = LCASE(STR 20t))) .}

Entity linking strategies:
Materialization with prior knowledge of the URI patterns (e.g. rr:template "http://example.org/object/{objectName}")
Patching queries (e.g. 1iteral2SK0S, 1iteral2URI, addShortcut)

[2] Tailhardat, et al. 2023. “Designing NORIA: a Knowledge Graph-based Platform for Anomaly Detection and Incident l\élanagemﬁpt in ICT Systems”.(KGCW’2023) Ha
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Data integration

15 sources M 4M triples (400K entities), including streamed events spanning over 111 days.

— Batch processing: performance ~ “map data” (w/o join) and “adjust provenance” stages,
— Stream processing: effective, load testing is needed to go further.

42 patching SPARQL queries: 16 literal2SKOS , 19 literal2URI, 7 addShortcut.

AAA security groups (small) Users (medium) Equipment database (big) Unit
Input data size 0.16 2.4 45.5 [Mb]
Download data 0.44 6.63 % 0.95 1.54 % 3.32 0.69 % [s]
Dump rules 0.14 211 % 0.19 0.31 % 0.15 0.03 % [s]
Preprocessing 0.19 2.86 % 9.46 15.37 % 8.66 10.83 % [s]
Map data 3.27 49.25 % 8.54 13.87 % 79.97 16.70 % [s]
Adjust provenance 2.27 34.19 % 40.66 66.05 % 374.26 78.16 % [s]
Notify for loading 0.27 4.07 % 0.29 0.47 % 0.29 0.06 % [s]
Data bulk load 0.05 0.75 % 1.46 237 % 1217 2.54 % [s]
Prov. bulk load 0.01 0.15 % 0.01 0.02 % 0.02 0.00 % [s]
Total time 6.64 61.56 478.84 [s]
Output data 0.52 21 222 [Mb]
5110 244 532 2415676 [Triples]
Throughput 769.58 3972.25 5044.85 [Triples/s]

Tailhardat, et al. 2023. “Designing NORIA: a Knowledge Graph-based Platform for Anomaly Detection and Incident Management in ICT Systems” (KGCW’2023)



Knowledge graph construction for anomaly detection & situation
understanding - Simply mapping?

=

ante‘-':'adent{OperationaIS'cate,Faul'cS’cate}

Consequem{NormalBt-}havior,FauItBehavior}
Typical implementation: Horn clauses
(e.9. =D2 v =D4 v =D5 v =D7 Vv T2)
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T1 : Persistence

Knowledge graph construction for anomaly detection & situation
understanding - Simply mapping?

=

NE2

antececjent{OperationaIS'cate,Faul'cS'cate}

Conse‘quem{NormaIBt-)havior,FauItBehavior}
Typical implementation: Horn clauses

(e.9. ~D2 v —D4 v —D5 V —D7 V T2)

Let say we leverage Description Logics for describing anomaly detection cases ...

Let say we want to maximize the expressivity of the knowledge graph ...

(because of business requirements such as soundness and accountability, relatedness of DLs to knowledge graphs, avoid using too many anomaly detection techniques, etc.)

DA 14/26



Functioning of networks relates to performative
implicational logic (cause/effect)

T1 : Persistence

T2 : Defense B

- )
=
antecedem{OperationalState,FauItState}
L = cor"Sequent{NormaIBehavior,FauItBehavior}
s ___: Typical implementation: Horn clauses
NE1 NE2 (e.g. D2 VvV —D4 v —-D5 v —D7 V T2)

Let say we leverage Description Logics for describing anomaly detection cases ...
Let say we want to maximize the expressivity of the knowledge graph ...

(because of business requirements such as soundness and accountability, relatedness of DLs to knowledge graphs, avoid using too many anomaly detection techniques, etc.)
involves negation of concepts (a.k.a. “atomic negation” in Description Logics)
implement negation at the role level (i.e. the role complement “—=R”)

Need for understanding the KGC / anomaly detection relationships ...

The “=” construct on KG relations (i.e. object properties and datatype properties) expresses difference of
relations rather than complement: drawing from the Description Logics view, negating a role amounts to defining
an inference rule from which we can search for entities that have all roles except the one that is negated.



Knowledge graph construction for anomaly detection & situation

understanding - The network interface state inconsistency case (1/3)
[

Resource ] [ Networkinterface ] Inconsistency check
<kos/Resource/AdministrativeState/unlocked>
rdf:type rdf:type /O
networkinterfaceAdministrativeStatus
networkinterfaceOf: <object/NI_TOY_rt_tsi_2_rt_tsi_1>
<object/RES_TOY_rt_tsi_2> networkinterfaceOperationalStatus
resourceHostName networkinterfaceName

"rt_tsi_2"~~xsd:string

"Te-1-0""~"xsd:string

<kos/Resource/OperationalState/disabled>

At 15/26



Knowledge graph construction for anomaly detection & situation
understanding - The network interface state inconsistency case (1/3)

[ Resource ] [ Networkinterface ] ] Inconsistency check
<kos/Resource/AdministrativeState/unlocked>
rdf:type rdf:type
networkinterfaceAdministrativeStatus
networkinterfaceOf: <object/NI_TOY_rt_tsi_2_rt_tsi_1>
<object/RES_TOY_rt_tsi_2> networkinterfaceOperationalStatus
resourceHostName networkinterfaceName <kos/Resource/OperationalState/disabled>
"rt_tsi_2"~~xsd:string "Te-1-0"" ~xsd:string

r.1 r.2
3x,3y : RxAN.yAP.xy AFy — F.x P Jy: (AyA-0y) VvV (-AYAOy)—Fy P

Ix,3Jy: F.y = F.x

pr.1 fault signaling by the parent element

pr.2 if there is an inconsistency between the states A and O of y,
then y is in a faulty state (business rule)

pr.3 proof of reliability of the alert system (observability)



Knowledge graph construction for anomaly detection & situation
understanding - The network interface state inconsistency case (1/3)

[ Resource ] [ Networkinterface ] | Inconsistency check
<kos/Resource/AdministrativeState/unlocked>
rdf:type rdf:type
networkinterfaceAdministrativeStatus
networkinterfaceOf: <object/NI_TOY_rt_tsi_2_rt_tsi_1>
<object/RES_TOY_rt_tsi_2> networkinterfaceOperationalStatus
resourceHostName networkinterfaceName <kos/Resource/OperationalState/disabled>
"rt_tsi_2"~~xsd:string "Te-1-0"" ~xsd:string

r.2

r.1
3x,3y : RxAN.yAPxy AFy — F.x P Jy: (AyA-0y) VvV (-AYAOy)—Fy P
Ix,3Jy: F.y = F.x

pr.1 fault signaling by the parent element

pr.2 if there is an inconsistency between the states A and O of y,
then y is in a faulty state (business rule)

pr.3 proof of reliability of the alert system (observability)
— easy to implement as a SPARQL query (next slide)
— KGC / anomaly detection relationships (the slide after)



Knowledge graph construction for anomaly detection & situation

understanding - The network interface state inconsistency case (2/3)

[ Resource ] [ Networkinterface ]
T
rdf:type rdf:type

<kos/Resource/AdministrativeState/unlocked>

networkinterfaceAdministrativeStatus

networklInterfaceOf:
<object/RES_TTOY_rt_tsi_2>

resourceHostName networkinterfaceName

<kos/Resource/OperationalState/disabled>

<object/NI_TOY_rt_tsi_2_rt_tsi_1>

networkinterfaceOperationalStatus

"rt_tsi_2"~ ~xsd:string "Te-1-0""~ " xsd:string

Inconsistency check:

SELECT ?7ResHostName ?NI_Name ?NI_Admin ?NI_Oper ?NI_Admin_related_candidate {

?NI a noria:NetworkInterface ;
noria:networkInterfaceOf 7Res ; #
rdfs:label ?NI_Name ;
noria:networkInterfaceAdministrativeStatus ?NI_Admin ; #
noria:networkInterfaceOperationalStatus ?NI_Oper . #
?Res noria:resourceHostName ?ResHostName .

?NI_Admin skos:relatedMatch ?NI_Admin_related_candidate . #
FILTER (?NI_Oper != ?NI_Admin_related_candidate) #
}

<= get parent element

<=
<=

<=

get the interface config state
get the interface true state

assuming OK/OK relationships definitions
<= not matching yields alerting

(=}

o

Qo
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Knowledge graph construction for anomaly detection & situation
understanding - The network interface state inconsistency case (3/3)

Focusing on the business rule pr.2 = 3y : (A.y A =0.y) V (-A.Y AO.y) — F.y ...

“if there is an inconsistency between the states A and O of y, then y is in a faulty state”

F : FaultyInterface

(networklnterfaceAdministrativeStatus

M —networkInterfaceOperationalStatus)
[} (—\networklnterfaceAdministrativeStatus

M networkInterfaceOperationalStatus )

OperationalStatus
AdministrativeStatus enabled disabled
unlocked OK Fault
locked Fault OK




Knowledge graph construction for anomaly detection & situation
understanding - The network interface state inconsistency case (3/3)

Focusing on the business rule pr.2 = 3y : (A.y A =0.y) V (-A.Y AO.y) — F.y ...

“if there is an inconsistency between the states A and O of y, then y is in a faulty state”

F : Faultylnterface = OperationalStatus
(networklnterfaceAdministrativeStatus AdministrativeStatus enabled disabled

M —networkInterfaceOperationalStatus) Uniocked OK Fauft

[} (—\networklnterfaceAdministrativeStatus Tocked Fault OK

M networkInterfaceOperationalStatus )

... the problem definition with roles and binary states sets expectations at the KGC process level. We potentially need to:



Knowledge graph construction for anomaly detection & situation
understanding - The network interface state inconsistency case (3/3)

Focusing on the business rule pr.2 = 3y : (A.y A =0.y) V (=AY AO.y) — F.y ...

“if there is an inconsistency between the states A and O of y, then y is in a faulty state”

F : Faultylnterface = OperationalStatus
(networklnterfaceAdministrativeStatus AdministrativeStatus enabled disabled

M —networkInterfaceOperationalStatus) Unlocked OK Fauft

U (—networkinterfaceAdministrativeStatus Jocked Fault OK

M networkInterfaceOperationalStatus )
... the problem definition with roles and binary states sets expectations at the KGC process level. We potentially need to:

El Implement conditional data mapping at the data integration pipeline level
i.e. to match the truth table (XOR operator) and to ensure the absence of false alerts (i.e. false negatives, false positives) in case a materialization has not been performed
due to lack of access to information about the network interface.

True(Faultyinterface) = (x, networkinterfaceAdministrativeStatus, «) triple is not materialized, while
(x, networkInterfaceOperationalStatus, ) is (and vice-versa)



Knowledge graph construction for anomaly detection & situation
understanding - The network interface state inconsistency case (3/3)

Focusing on the business rule pr.2 = 3y : (A.y A =0.y) V (=AY AO.y) — F.y ...

“if there is an inconsistency between the states A and O of y, then y is in a faulty state”

F : Faultylnterface = OperationalStatus
(networklnterfaceAdministrativeStatus AdministrativeStatus enabled disabled

M —networkInterfaceOperationalStatus) Unlocked OK Fauft

U (—\networklnterfaceAdministrativeStatus locked Fault OK

M networkInterfaceOperationalStatus )
... the problem definition with roles and binary states sets expectations at the KGC process level. We potentially need to:

El Implement conditional data mapping at the data integration pipeline level
i.e. to match the truth table (XOR operator) and to ensure the absence of false alerts (i.e. false negatives, false positives) in case a materialization has not been performed
due to lack of access to information about the network interface.

True(Faultyinterface) = (x, networkinterfaceAdministrativeStatus, «) triple is not materialized, while
(x, networkInterfaceOperationalStatus, ) is (and vice-versa)

Enforce the use of binary concepts with object properties
i.e. to keep aligned with logical negation, such as:

True(Ax) = (X, networkinterfaceAdministrativeStatus, Enabled)
False(Ax) = (x, networkinterfaceAdministrativeStatus, Disabled)



Knowledge graph construction for anomaly detection & situation
understanding - The “k out-of n” resilience issue case (1/2)

B

logOriginatingManagedObject
<event/LOG_srv1_2022-04-26> ~ <object/srv_tst_1 <object/srv_tst_2>

/
!

<object/ARP_9

Applicati -'df:typ

resourceForApplication

@
o‘<

NetworkLink|
- ——
HELLO packet
path

<object/rt_tsi_1> / <object/rt_tsi_2>

<object/rt_bkb_1> <object/rt_bkb_1>

A
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Knowledge graph construction for anomaly detection & situation
understanding - The “k out-of n” resilience issue case (1/2)

e o Kripke structure in Tarski notation:
rdf:type rdf:itype  rdfitype k out-of 2 check ‘
n
logOriginatingManagedObject . ( X . )
<event/LOG_srv1_2022-04-26> ~ <object/srv_tst_1 <object/srv_tst_2> Iy, Ixz - I /\ F(X') A ) {\ _'F(XJ)
! i=1 j=k+1

i resourceForApplication

<object/ARP_9

Applicati -'df:ty_p

Set theory within First-Order Logic:
3X (card(X) >KkAVY: (yEX > F(y)))

@
o‘<

~——— -8

HELLO packet
path

NetworkLink|

<object/rt_tsi_1> /; <object/rt_tsi_2>

<object/rt_bkb_1> <object/rt_bkb_1>




Knowledge graph construction for anomaly detection & situation
understanding - The “k out-of n” resilience issue case (1/2)

— ) ) * Kripke structure in Tarski notation:

rdf:type rdf:type rdf:type k out-of 2 check .
n
logOriginatingManagedObject . ( X X )
<event/LOG_srv1_2022-04-26> ~ <object/srv_tst_1 <object/srv_tst_2> Iy, Ixz - I /\ F(X') A {\ _'F(XJ)
_srvl_ i=1 j=k+1

I/ resourceForApplication

<object/ARP_9

Applicati "df:ty_p

Set theory within First-Order Logic:
3X (card(X) >KkAVY: (yEX > F(y)))

@
o‘<

~——— -

HELLO packet
path

NetworkLink|

) —» easy to implement as a SPARQL query
<object/rt_tsi_2> (next slide)

—» KGC / anomaly detection relationships
(see below)

<object/rt_tsi_1> /;

<object/rt_bkb_1> <object/rt_bkb_1>



Knowledge graph construction for anomaly detection & situation
understanding - The “k out-of n” resilience issue case (1/2)

EventRecord

Kripke structure in Tarski notation:
rdf:type rdf:itype’  rdf:type. k out-of 2 check

k n
logOriginatingManagedObject . ( X . )
<event/LOG_srv1_2022-04-26> ~ <object/srv_tst_1> <object/sv_tst_2> P I T /\ Foon j /k\ re)
! i=1 j=k+1

Set theory within First-Order Logic:

i resourceForApplication

<objecl/APl",9 1995_TST>)

Applicati rdf:typ

3X (card(X) >KkAVY: (yEX > F(y)))

~——— -

HELLO packet
path

NetworkLink

> easy to implement as a SPARQL query

<object/rt_tsi_1> / <object/rt_tsi_2> (next slide)

> KGC / anomaly detection relationships
<object/rt_bkb_1> <object/rt_bkb_1> (see below)

Kripke: highlights the importance of testing for the absence of faults on the entities

as indicated by clause —‘F(xj)

Set theory: tolerant to the absence of information on non-faulty entities
i.e. it only relies on the number of faulty entities as indicated by the clause card(X) > k



Knowledge graph construction for anomaly detection & situation
understanding - The “k out-of n” resilience issue case (1/2)

EventRecord

rdf:type rdf:itype’  rdf:type. k out-of 2 check

k n
)%wbjewsnus&) Xy, o ... Ixp (/\ F(x) A /\ _|F(Xj))
i=1

j=k41

Kripke structure in Tarski notation:

logOriginatingManagedObject
<event/LOG_srv1_2022-04-26> ~ <object/srv_tst 1>
resourceForApplication
\ Set theory within First-Order Logic:

3X (card(X) >KkAVY: (yEX > F(y)))

~————
HELLO packet
path

» easy to implement as a SPARQL query
<object/rt_tsi_2> (next slide)

> KGC / anomaly detection relationships
<object/rt_bkb_1> <object/rt_bkb_1> (see below)

Kripke: highlights the importance of testing for the absence of faults on the entities

as indicated by clause —‘F(xj)

Set theory: tolerant to the absence of information on non-faulty entities
i.e. it only relies on the number of faulty entities as indicated by the clause card(X) > k

Retrieving the “HELLO packet path”: need to introduce a set-returning function into the problem definition
eg. {Elx, 3y : R.x A R.y A Vz(z € shortestPath(x,y) — R.y A F.z) }, which cannot easily translate to SPARQL 1.1 as the SPARQL * operator only determines the
existence of a path, not the specific path or the length of the shortest path



Knowledge graph construction for anomaly detection & situation
understanding - The “k out-of n” resilience issue case (2/2)

EventRecord

rdfitype

rdftype|  rdf:type k out-of 2 check
logOriginatingManagedObject.
<event/LOG_srv1_2022-04-26>  <object/srv_tst 1 <object/snv_tst_2>

resourceForApplication
I|-A

ggs,mn\d

I
1

<abjeciiarp
( feation} dftyp

NetworkLin
HELLO packet
path

|
\
\
\
<object/rt_tsi_1> ]

<object/rt_tsi_2>

<object/rt_bkb_1> <object/rt_bkb_1>

CONSTRUCT {

?App noria:atRisk "K out-of N (50%)"
WHERE {

. } # <= alerting
SELECT 7App
(COUNT (DISTINCT 7Res) AS ?ResTotal)

(COUNT(DISTINCT ?ResImp) AS ?ResWithImpact)
WHERE {

# Get all resources participating in a given
# application/service ...

?Res a noria:Resource ;

noria:resourceForApplication 7App

# Get resources with an alarm, if any
OPTIONAL {

?Event a noria:EventLog ;

noria:eventLogOriginatingManagedObject 7Res
BIND (7?Res AS 7ResImp) } }

# The k out-of n condition .
GROUP BY ?App

HAVING ( (7?ResWithImpact / 7ResTotal) >= 0.5)

=] 5




Causal perspective

=- need to have control over the KGC process to ensure the effective implementation of detection
cases.

simply materializing all available data is not sufficient to
ensure the detection of anomalies with logical rules.

the ability to implement a contextual KGC process (e.g. using
logical rules at the KGC process level to introduce default values in case of missing
data) also determines the strategy of anomaly detection to be implemented. Indeed,
the absence of some data at the KG level can be considered as contributing to the
detection mechanism or as misleading the mechanism, depending on the
expressiveness of the chosen logical rules for anomaly detection.

the causal perspective implies going beyond a strictly
logical framework by introducing set-returning functions to model the detection
cases and provide the NetOps/SecOps teams with the means for situation
understanding.



Anomaly detection & situation understanding - Synergistic reasoning

<AppDegraded>:TroubleTicket

Data integration knowledge graph-based platform [2]

=

relatedResource

<app_tst>:Application

<InterfaceDown>:Alarm

<srv_tst_1>:Server () g O <srv_tst_2>:Server

<TimeOut>:Alarm

NetworkLink

16gOrigin

<rt_tsi_1>:Route™() N
<rt_tsi_2>:Router

Tailhardat, et al. 2023. “Designing NORIA: a Knowledge Graph-based Platform for Anomaly Detection and Incident Management in ICT Systems” (ESWC’2023)
Tailhardat, et al. 2023. “Leveraging Knowledge Graphs For Classifying Incident Situations in ICT Systems” (ARES’2023)
Tailhardat, et al. 2024. “Graphameleon: Relational Learning and Anomaly Detection on Web Navigation Traces Captured as Knowledge Graphs” (WWW’2024)

Tailhardat, et al. 2024. “Graphaméléon : apprentissage des relations et détection d’anomalies sur les traces de navigation Web capturées sous forme de
graphes de connaissances” (IC’2024)



Anomaly detection & situation understanding - Synergistic reasoning

<AppDegraded>:TroubleTicket
Data integration knowledge graph-based platform [2] O
Model-based design query the graph to retrieve —
anomalies and their context [3] <ARISkS0%>infamecAlsrm A —
=k out-of n devices with faults e s e

m User with unusual account rights

i il i tst>:Applicati
m Absence of traffic on an interface supposed to be active <app._tst>:Application

<InterfaceDown>:Alarm

<srv_tst_1>:Server O <srv_tst_2>:Server

<TimeOut>:Alarm

NetworkLink

16gOrigin

<rt_tsi_1>:Route™() N
<rt_tsi_2>:Router

2] Tailhardat, et al. 2023. “Designing NORIA: a Knowledge Graph-based Platform for Anomaly Detection and Incident Management in ICT Systems” (ESWC’2023)
[3] Tailhardat, et al. 2023. “Leveraging Knowledge Graphs For Classifying Incident Situations in ICT Systems” (ARES’2023)

[4] Tailhardat, et al. 2024. “Graphameleon: Relational Learning and Anomaly Detection on Web Navigation Traces Captured as Knowledge Graphs” (WWW’2024)
7]

Tailhardat, et al. 2024. “Graphaméléon : apprentissage des relations et détection d’anomalies sur les traces de navigation Web capturées sous forme de
graphes de connaissances” (IC’2024)



Anomaly detection & situation understanding - Synergistic reasoning

<AppDegradeds>:TroubleTicket
Data integration knowledge graph-based platform [2] O
Model-based design query the graph to retrieve —
anomalies and their context [3] pr— A
® kout-of n devices with faults /’/ Z‘mﬁkﬁm‘”“

= User with unusual account rights -
<app_tst>:Application

= Absence of traffic on an interface supposed to be active

Process mining align a sequence of entities to activity Ao
models, then use this relatedness to s b“’%@ &

guide the repair [4,7] L

I

\

O <srv_tst_2>:Server

= (EnergylLoss)=>(TimeoutAlert)=>(LossOfSignal) \ o
® (LoginFail)=>(LoginFail)=>(LoginFail \ S
(toginFal)=>{LoginFai)=>(LoginFal) *Stimeoutsiarm g
< g
2
IogOrigin
<nt [tsi_1>:Route™()
<rt_tsi_2>:Router
Process modeling:
relate events based on
activity templates

Tailhardat, et al. 2023. “Designing NORIA: a Knowledge Graph-based Platform for Anomaly Detection and Incident Management in ICT Systems” (ESWC’2023)

Tailhardat, et al. 2023. “Leveraging Knowledge Graphs For Classifying Incident Situations in ICT Systems” (ARES’2023)
Tailhardat, et al. 2024. “Graphameleon: Relational Learning and Anomaly Detection on Web Navigation Traces Captured as Knowledge Graphs” (WWW’2024)

Tailhardat, et al. 2024. “Graphaméléon : apprentissage des relations et détection d’anomalies sur les traces de navigation Web capturées sous forme de
graphes de connaissances” (IC’2024)
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Data integration knowledge graph-based platform [2]

Model-based design query the graph to retrieve
anomalies and their context [3]

=k out-of n devices with faults
m User with unusual account rights
= Absence of traffic on an interface supposed to be active
Process mining align a sequence of entities to activity
models, then use this relatedness to
guide the repair [4,7]
= (EnergylLoss)=>(TimeoutAlert)=>(LossOfSignal)
® (LoginFail)=>(LoginFail)=>(LoginFail)
Statistical learning relate entities based on context
similarities, then use this relatedness to
alert and guide the repair [3]

= The hidden cause of the trouble ticket on server 1is a
“data leak” attack that started on server 2

g

graphes de connaissances” (IC’2024)

Anomaly detection & situation understanding - Synergistic reasoning

[statistical learning

<AppDegraded>:TroubleTicket

Statistical leaming:
get the structure of the situation

relatedResource’
<AtRISK50%>InferredAlar _—
infor new knowledge by
auenying the araph
<app_tst>:Application

-
Process modeling

“InterfaceDown>:Alarm o
/ &

O <srv_tst_2>:Server

2TimeOut>{Alarm
T

NetworkLink

16gOrigin

A

 ftsi_1>:Route™Q)
<rt_tsi_2>:Router

Process modeling:
Tolat events based on
activity templates

Tailhardat, et al. 2023. “Designing NORIA: a Knowledge Graph-based Platform for Anomaly Detection and Incident Management in ICT Systems” (ESWC’2023)
Tailhardat, et al. 2023. “Leveraging Knowledge Graphs For Classifying Incident Situations in ICT Systems” (ARES’2023)

Tailhardat, et al. 2024. “Graphameleon: Relational Learning and Anomaly Detection on Web Navigation Traces Captured as Knowledge Graphs” (WWW’2024)
Tailhardat, et al. 2024. “Graphaméléon : apprentissage des relations et détection d’anomalies sur les traces de navigation Web capturées sous forme de



Summary & future work

Intuition network topology + notifications = dynamic graph
Design knowledge graph + knowledge graph construction / anomaly
detection coupling + synergistic reasoning
Applications explainable anomaly detection and optimal design calculus
for large-scale ICT systems




network topology + notifications = dynamic graph

knowledge graph + knowledge graph construction / anomaly
detection coupling + synergistic reasoning

explainable anomaly detection and optimal design calculus
for large-scale ICT systems

KGC community challenges & opportunities
Lambda vs Kappa data integration architecture tradeoff w.r.t. resource consumption and maintainability
Declarative data processing architecture, as a graph, for platform config and data provenance analysis
Declarative patching, as a graph, for handling data linking (join) over heterogeneous data sources
On the fly lossless data patching and data reconciliation (as a service?)
Generating RML rules from data sources specifications or data schema
Generating controlled vocabulary (SKOS) from standards (semi-structured data)
In-place update of the knowledge graph when change occurs on the data model and controlled vocabulary
Leveraging RML rule set for data governance (e.g. finding redundant data across several sources)
Designing an event-based processing triggering system for opportunistic reasoning
Implementing policy-based knowledge graph pruning techniques for avoiding ever expanding graphs
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Contributions - Posters, demos, blogs and tutorials

[l Lionel Tailhardat, Yoan Chabot, and Raphaél Troncy. NORIA - Machine LearNing, Ontology and Reasoning for the
Identification of Anomalies. Position poster presented at the Institut d’Automne en Intelligence Artificielle (IA2),
Sorbonne Center for Artificial Intelligence (SCAI), September 2021, Paris, France.
https://genears.github.io/pubs/IA2-2021-NORIA-POSTER.pdf

[l Lionel Tailhardat. Eléments d’Exploitation Des Réseaux Pour Une Conception Raisonnable. Lecture presented at the
LGI Safety & Risks chair, CentralSupélec, March 1, 2021.
https://genears.github.io/pubs/Igi_orange_2020-2021_lecture.pdf

[li Lionel Tailhardat, Yoan Chabot, Perrine Guillemette, and Antoine Py. Semantical anomaly sensing - Recommend
remediation solutions using knowledge graphs. Software platform prototype presented at the Orange Open Tech Days
(OOTD), November 2023, Chatillon, France.
https://hellofuture.orange.com/app/uploads/2023/11/2023-OpenTechDays-book-demonstrations-conferences.pdf

Yoan Chabot, Lionel Tailhardat, Perrine Guillemette, and Antoine Py. NORIA: Network anomaly detection using
knowledge graphs. Blog article in Orange - Hello Future, 2024.
https://hellofuture.orange.com/en/noria-network-anomaly-detection-using-knowledge-graphs/
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http://lgi.centralesupelec.fr/en/node/167
https://genears.github.io/pubs/lgi_orange_2020-2021_lecture.pdf
https://hellofuture.orange.com/app/uploads/2023/11/2023-OpenTechDays-book-demonstrations-conferences.pdf
https://hellofuture.orange.com/en/noria-network-anomaly-detection-using-knowledge-graphs/

Contributions — Code and dataset

Resource or Tool [ URL
TOOLS
NORIA-O https://w3id.org/noria
grlc https://github.com/Orange-OpenSource/gric
SMASSIF-RML https://github.com/Orange-OpenSource/SMASSIF-RML
ssb-consum-up https://github.com/Orange-OpenSource/ssb-consum-up
SemNIDS https://github.com/D2KLab/SemNIDS
Dynagraph https://github.com/Orange-OpenSource/dynagraph
Graphameleon https://github.com/Orange-OpenSource/graphameleon
DATA
Graphameleon dataset | htips://github.com/Orange-OpenSource/graphameleon-ds
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https://github.com/D2KLab/SemNIDS
https://github.com/Orange-OpenSource/dynagraph
https://github.com/Orange-OpenSource/graphameleon
https://github.com/Orange-OpenSource/graphameleon-ds
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